•
Secretary of State Directions to NHS Bodies on Security Management Measures on 24 th March 2004.
Any future changes to the above directions may supersede this policy.
Senior Managers of the Trust should take a leading role in promoting and developing a secure environment.
All Trust employees have a responsibility to ensure that security procedures are observed at all times.
This document sets out the framework for managing security within Wirral Community NHS Trust and will be underpinned by the procedures outlined in part II of this document.
STRATEGIC OBJECTIVES
The primary aims of this Policy are:
• The personal safety at all times of staff, patients and visitors as well as other employers and contractors.
• Protection of NHS property and assets against theft and damage.
• To ensure a safe environment in which the uninterrupted delivery of quality health care can be provided.
• To work in partnership with local agencies; e.g. police and local authority, for a safe and secure environment.
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• Ensure that appropriate action is taken when security and the contents of this policy are breached.
• Ensure that in the event of a security incident escalating, any action taken is commensurate with action required to be taken in accordance with the Major Incident Plan and NHS Protect guidance on lockdown procedures.
• Ensure that breaches of security are reported in accordance with the Incident Reporting Policy.
• Ensure security of drugs, prescription forms and hazardous materials.
• To describe the remit of NHS Protect and the Local Security Management Specialist (LSMS) for Security Management within the NHS.
• To ensure the security of all personal information in accordance with the Data Protection Act.
THE ROLE OF NHS PROTECT
NHS Protect is part of the Counter Fraud and Security Management Service (CFSMS) and has overall responsibility for all policy and operational matters related to the management of security within the delivery of NHS services.
The aim of NHS Protect is a simple one -to protect the NHS so that it can better protect the public's health.
NHS Protect is developing both proactive and reactive initiatives in relation to NHS security management work across the whole of the generic range of action, which includes:
• Creating a pro-security culture amongst staff, professionals and the public
• Deterring those who may be minded to breach security
•

Preventing security incidents or breaches from occurring
• Detecting security incidents or breaches and ensuring these are reported in a simple, consistent manner across the NHS • Investigating security incidents or breaches in a fair, objective and professional manner
• Applying a wide range of sanctions against those responsible for security incidents and breaches
• Seeking redress through the criminal and civil justice systems against those whose actions lead to loss of NHS resources 6/47 HS18 Local Security Management Policy -Version 2 NHS Protect is committed to the delivery of an environment for those who use or work in the NHS that is properly secure so that the highest possible standard of clinical care can be made available to patients. This guidance is designed to reflect good practice which is used throughout the NHS.
NHS Protect has allocated an Area Security Management Specialist (ASMS) to each strategic health authority region to act as a link between NHS Protect and Local NHS Security Management.
The telephone number for the ASMS for this region is 07717 301939 NHS Protect provides a National NHS Security Manual to be implemented across the NHS as a whole. This manual is a generic manual that will be used as a reference tool by the Local Security Management Specialist in the performance of their role at a local level. Sections of the NHS Security Manual have been referred to in this policy. It is a living document that will be updated and refined as Security Management initiatives are introduced and improved. This manual will be retained, maintained and updated by the Local Security Management Specialist.
RESPONSIBILITIES
Individuals Chief Executive
The Chief Executive is ultimately responsible for the safety and welfare of staff, including protection from violence and aggression
Security Management Director
The Trust Board member with responsibility for security will be the Director of Finance and he will keep the Board informed of the major developments on security related issues.
The annual security report and plan will be signed and dated by the Security Management Director and a copy forwarded to NHS Protect in accordance with the Secretary of State for Health Directions 2003/4.
Directors
It is the responsibility of the Directors to:
(i) Disseminate this policy within the area of their responsibility.
(ii) Ensure the implementation of the strategy within the area of their responsibility by providing support and advice to their managers.
(iii) Co-ordinate security issues with other employers who share premises with Wirral Community NHS Trust.
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Divisional Managers/Heads of Service
The Divisional managers maintain strategic responsibility for the provision of Security and for ensuring that this policy is cascaded and implemented within their division. Divisional managers are responsible for:
• Ensure local managers liaise with staff representatives as part of incident investigation and regular safety inspections to identify
• Ensure risks forwarded from their managers are controlled so far as is reasonably practicable and verify their entry onto the Risk Register.
• Liaise with relevant advisers to ensure that any planned service developments incorporate adequate control of exposure to security risks.
Service Leads
Service leads need to assess the impact of security within their department ensuring risk assessments are completed within their service area and recorded on the Risk Register.
When there are implications for safety and staff, they must ensure that action plans are developed where required, reviewed via the Divisional/Service governance meetings and managed in accordance with GP45 Procedure for Risk Identification and Management.
Service Leads are responsible for:
• Developing local arrangements to reduce the risks.
• Ensuring processes are in place to deal with any emergency situation.
• Implementing any necessary remedial action identified by incidents, audits or inspections.
• Liaising with controllers of premises where Wirral Community NHS Trust staff are based to ensure their safety in those premises.
• Ensuring that future job descriptions for all managers include, as part of their duties, the responsibility for security within their department.
Managers' Responsibilities
All managers carry a responsibility for security. It is their job to see that the right policies, procedures and systems are in place in their local areas and that such policies are kept under constant review. They need to carry out risk assessments in relation to all significant hazards faced by staff and ensure they receive relevant instruction and training.
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Managers should:
• Implement a procedure to record details i.e; make, model, serial number etc.
of valuable or important property within their department/directorate. The Local Security Management Specialist can advise on methods to secure property.
• Ensure that arrangements are made to secure the department/directorate out of working hours together with the safe custody of keys.
• Ensure the setting of any security alarm or to protect the property out of hours.
• Ensure records are kept of all keys issued to staff in their department/directorate and reporting of all losses of keys to the Security Manager.
• Seek advice from the Security Manager to ensure that security is maintained within their Department/Directorate.
• Advise the Security Manager of any changes within their department/directorate that may adversely affect the security of premises.
• Ensure all staff employed within the NHS environment have an identification badge and when appropriate wear them.
• Ensure that all staff are made aware of this strategy and understand its content and their responsibilities.
Local Security Management Specialist
Locally, each NHS organisation is required under Secretary of State Directions to have access to an accredited Local Security Management Specialist (LSMS).
The role of the LSMS is to implement at a local level, the national policy for Security Management, and to work proactively and reactively with their NHS employers to ensure that staff are supported on Security Management issues and thereby reduce risks.
The LSMS has to undergo training, provided by NHS Protect, and achieve a level of accreditation. Under a service level agreement with Wirral NHS Primary Care Trust until April 2013, the LSMS will also provide support for the management of security to all who work in NHS Primary Care in the Wirral area.
The overall objective of the LSMS is to "work on behalf of the local NHS to deliver an environment that is safe and secure so that the highest standards of clinical care can be delivered to patients." This objective will be achieved by working in close partnership with staff, patients, their carers, NHS Protect and other stakeholders. The LSMS will aim to provide a comprehensive, inclusive and professional security management service for their NHS organisation, including independent contractors, and work towards the creation of a pro-security culture within the NHS.
A summary of the key objectives of the LSMS are:
• To comply with and implement the Secretary of State's Directions for Security Management in the NHS.
• To become an accredited LSMS as assessed by NHS Protect and maintain this accreditation.
• To ensure that all NHS Security Management work is carried out within a professional and ethical framework as provided by NHS Protect.
• Ensure that all relevant stakeholders are involved in Security Management in the local NHS.
• To report to the Local Security Management Director on security management work locally.
• To ensure that strong links are maintained with NHS Protect and the ASMS.
• To lead on day to day work locally to tackle violence, harassment and abuse against NHS Staff, patients and carers, in accordance with the national framework.
• To maintain appropriate links with the local risk management process, • To take steps to promote a pro-security culture at a local level.
• To ensure that security incidents/breaches are investigated, appropriate actions taken and to publicise the outcome, where appropriate, in accordance with guidelines issued by NHS Protect.
• To ensure that lessons are learnt from security incidents/breaches and preventative measures introduced to eliminate future occurrences, where possible.
• To encourage the reporting of security incidents/breaches, investigate these reports, assess risks, and implement preventative measures.
• To act professionally at all times, ensuring that a fair, objective and professional approach is taken at all times.
• To work towards applying a range of sanctions against those responsible for security incidents/breaches, being aware of the law as it applies to each incident/breach.
• To provide advice regarding the physical security of premises, proposed new premises, alterations to premises and assets.
• To maintain records of annual risk assessments showing action plans that are in place and changes that have been implemented.
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• To work with the Local NHS and the National Legal Protection Unit to ensure that appropriate redress is sought against those who commit security incidents/breaches, including redress when a loss of resources has occurred.
• Ensure relevant information about potential security risks is circulated and all relevant staff alerted to the risk.
Health and Safety Advisor
The Trust Health and Safety Advisor and Local Security Management Specialist work closely together on violence and security issues. They will provide assistance to managers undertaking violence at work risk assessments and report to the Health, Safety and Wellbeing Group on the implementation of risk assessments by directorates.
Responsibilities of the Employee
Employees are expected to co-operate with management to achieve the aims, objectives and principles of the security strategy. Great emphasis is placed on the importance of co-operation of all staff in observing security and combating crime.
Staff should be aware of their responsibilities in protecting at all times, the assets/property of patients, visitors and Wirral Community NHS Trust. Where specific security procedures exist, staff must abide by them at all times. When staff know or suspect a breach of security, they must report it immediately to their manager or the Local Security Management Specialist.
All staff are reminded that it is an offence to remove property belonging to Wirral Community NHS Trust without written authority. Failure to seek authority from their line manager could result in disciplinary action or criminal proceedings being taken.
Staff are responsible at all times, for the protection and safe keeping of their private `property. The Local Security Management Specialist will if requested, advise staff on the security of their property. Any loss of private property must be reported without delay.
If private property has been stolen, then it is the owner's responsibility to contact the police.
Wirral Community NHS Trust will not accept liability for the loss of, or damage to private property.
All staff, official visitors and contractors working on behalf of Wirral Community NHS Trust are required to wear an approved security identification badge at all times unless medical or operational situations prevent this being possible.
Committees/Groups
Trust Board
The Trust Board has overall responsibility for ensuring compliance with health and safety statutory requirements.
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For the effective implementation of this policy, the Chief Executive and the nominated directors require assurance that security management processes, procedures and policies are being effectively introduced and implemented within this organisation.
Quality and Governance Committee
The Quality and Governance Committee will:
• Review the findings and ensure implementation of recommendations arising from internal audits of Trust risk and security processes.
• Report to the Board on all aspects of quality, governance and compliance.
• Receive assurance that Wirral Community NHS Trust meets all relevant statutory and regulatory obligations in relation to quality, clinical governance and compliance through its reporting and monitoring structures
• Advise Wirral Community NHS Trust Board of all significant risks, areas for development and exceptional good practice, ensuring lessons are learned and shared
Health, Safety & Wellbeing Group
The Health Safety & Wellbeing Group will:
• Approve Local Security management policies
• Raise awareness of any significant Health and Safety risks within the organisation and ensure these are included in the risk register as appropriate.
• Receive regular performance assurance reports from all services including evidence of compliance against policies and standards
• Review the annual security report and risk assessment produced by the LSMS and escalate as required in line with GP45 • Divisional/Service Governance Groups Divisional/Service Governance Groups will:
• Discuss, agree and monitor action plans for risks belonging to their service.
• Ensure significant risks are recorded on the risk register • Review incidents and local action plans that are implemented and lessons learnt post incident.
HOW THE ORGANISATION RISK ASSESSES THE PHYSICAL SECURITY OF PREMISES AND ASSETS
Risk Assessment by Heads of Division/Service Leads a) Managers must give consideration to the potential risks faced by staff and members of the public, and the control measures that must be put into place to avoid or control the risks.
b) Having identified any hazardous situations for example following an incident, managers must determine whether existing controls are adequate or whether more needs to be done. This should be formally documented using the Risk Assessment Form to record the risks to which people are exposed. This assessment should take into account the risks inherent in the task, the environment, any other additional risks associated with the building or unauthorised persons and should consider any existing arrangements in place to manage the hazards faced.
c) Having assessed and recorded all the risks, which affect visitors and staff, in an establishment or when staff are away from the workplace and considered any existing controls in place, managers should consider whether these controls are sufficient or whether more needs to be done. Managers must take account of the extent that exiting controls are being followed / implemented. In the event that further action is required managers are responsible for developing an action plan in conjunction with the LSMS. The completion of the action plan will be monitored at Divisional/Service Governance meetings and if requires escalated in line with GP 45 d) Information on the outcome of risk assessments must be fed back to staff as part of the risk assessment process Staff should also be encouraged to seek advice / assistance if they are unsure about a situation or to report any problems / concerns via a line manager.
e) Having undertaken the risk assessment, recorded and implemented all necessary controls, it is important that risk assessments are monitored and reviewed at a frequency in line with the procedure for Risk identification and management GP45 and on the basis of any changes.
Risk Assessment by LSMS
a) The LSMS will additionally submit an annual security management report and plan to the Security Management Director. These documents will include the following information:
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c) The annual security report and risk assessment will evaluate any actions taken by Service Leads and managers with specific reference to security incidents reported in the last 12 months
d) The annual security plan will follow NHS Protect guidance and include clear objectives for the forthcoming financial year having regard to the current annual report and any foreseen changes to service. It will identify security priorities, timescales, and resources to carry out the plan, data to be collected, security strategies and links to the Major Incident Plan. The LSMS will ensure that security objectives are commensurate with current crime legislation, Home Office guidance and NHS Protect procedures and standards for provider services.
e) The annual security report will contain an evaluation of the security objectives based upon incident reports received and identify actions for improving and maintaining security based upon efficiency, effectiveness and value for money. A copy of this report and risk assessment will be presented to the Health, Safety and Wellbeing Group. An annual report identifying progress against the action plan and identifying losses will be prepared and submitted to the Security Management Director for agreement. Once signed the report will be submitted to NHS protect.
HOW ACTION PLANS ARE DEVELOPED AND FOLLOWED UP AS A RESULT OF RISK ASSESSMENTS
Risks identified via the annual security review by the LSMS and or service reviews will be managed in line with the procedure for Risk identification and Management. GP45. Where risks have been identified and added to the risk register, and further action is required an action plan considering possible risk treatments will be included with the risk on the risk register. The recommended minimum timescale for reviewing risks is detailed in GP45 however all risks should be reviewed when there is any change in the basis of the risk assessment e.g. any change in hazards or controls. Review and escalation of risks will be by the relevant group/committee dependant on the current risk score as outlined in GP45
TRAINING
The organisation is committed to providing its staff with appropriate skills and knowledge to manage personal safety/security related issues.
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INCIDENT REPORTING
Any security incident whether actual or perceived that causes loss, harm or damage/the potential to harm Trust staff, assets, persons not in employment e.g. service users should be immediately be brought to the attention of a manager and recorded via the Datix incident reporting system(For further information about accident/incident reporting please refer to policy reference GP8).
Reports of theft and other criminal activity should also be made to the police and a police crime/incident reference number obtained and recorded on the Datix incident report.
EQUALITY IMPACT ASSESSMENT
In line with the Trust's Equality Scheme, each procedural document should be screened by the manager responsible for its development, to consider whether there is an equality dimension or whether it is applicable to the Trust's duty to promote equality. The equality screening process and any wider impact assessment should be recorded within the document.
As part of its development, this policy and its impact on equality have been reviewed as described above. The purpose of the assessment is to minimise and if possible remove any disproportionate impact on employees on the grounds of race, sex, disability, age, sexual orientation or religious belief. No detriment was identified
MONITORING COMPLIANCE
The monitoring tool Appendix K outlines minimum monitoring arrangements and responsibilities for complying with the Security Management Policy and the Lone Working Policy HS6.
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Part 2 -Local Security Management Procedures
ACCESS CONTROL
Ideally access control measures that we use, and have confidence in, can help deter and prevent security related incidents.
They are designed to ensure that members of staff, patients and public only have access to areas they need to enter to do their job, obtain treatment or make enquiries.
Staff should wear identification badges, especially in secure areas.
Do not think that an NHS lanyard is good enough identification. It's the badge that matters.
Staff should not lend access cards to others or wedge doors open and to be aware of the possibility of 'tailgating.'
Tailgating is simply the act of following a person through an access controlled door after they have opened it using their access control card, key or by using a code controlled key pad.
If necessary staff should pause for a moment and secure doors behind them.
Anyone present on our sites without due reason should be requested to leave, having in mind own personal safety when doing so. On some sites assistance will be available, via on site security, to remove unauthorised individuals who are causing a nuisance and/or damage to those sites.
If unauthorised visitors refuse to leave then staff should take the most appropriate action, in a safe manner, to remove and/or summon assistance from security, porters, other members of staff, or the police as most appropriate in the circumstances.
Suspicious behaviour or unauthorised access to restricted or patient treatment areas should be reported to the manager of that area and an incident report completed.
Faulty access doors must be reported immediately.
All contractors and visitors requiring access to restricted areas of NHS premises should where possible be issued with identification badges that clearly show them as being authorised to access the relevant area. Local procedures will be in place that allows this procedure to be implemented.
Car Parking: NHS premises are private and there is no right of way. Car parking is allowed in specified areas and access is conditional on the owners or drivers of vehicles observing whatever safety regulations Wirral Community NHS Trust make to ensure the orderly flow of traffic, safety and security of all concerned.
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The NHS accepts no responsibility for damage to or theft of vehicles whilst on NHS premises.
BOMB THREATS AND SUSPECT PACKAGES (NB:
In the event of an emergency; staff should refer to the quick reference guides at Appendix A, B and C).
This procedure is to support staff should there be a bomb threat or a suspect package (including possible chemical agents). Please note that this section is designed to be used (when appropriate) in conjunction with the Trust's Major Incident Plan.
While the risk of an individual being caught up in a bomb related incident is low, bomb threats, be they real or hoax, could cause a great deal of disruption to the NHS.
The priority is to ensure that any such incident is managed effectively so that staff and visitors are not put at risk and to minimise the impact on the core business of Wirral Community NHS Trust.
Types of bombs:
It is important to be aware that bombs can easily be disguised to look like everyday objects. It might not therefore always be possible to recognise a bomb from its outward appearance. Some examples are:
Letter and Parcel Bombs sent through the mail. They will generally contain only a small amount of explosives.
Anti-personnel bombs for indiscriminate attacks on people, the aim being to kill or maim as many as possible. These can be nails or other jagged metal having a shrapnel effect.
Anti-property for damaging buildings, especially dangerous in modern high rise buildings. They vary in size from a few kilograms to 200 kilograms or more.
Incendiaries can be simple devices such as petrol bombs or more sophisticated including highly flammable and long burning materials.
General Guidelines -Bomb Threats and Suspect packages
A bomb or incendiary device is easily disguised, and is designed to cause damage by blast or fire.
They can be concealed in a briefcase, handbag and flask or in the case of incendiary devices, in a cigarette pack, cassette tape or similar container. Litterbins and toilets have been favoured for depositing devices in the past. In recent times we have also seen the effects of suicide car bombers.
Report to a manager or Service Lead any object/person you see which you consider suspicious. Don't hesitate or think twice about it. No one will criticise you for a false alarm. (Please use quick reference guide at Appendix 'A' ). Remain at a safe distance from the object and keep others away. Turn off radios / mobile phones within close proximity of the bomb or suspect package.
The police and bomb disposal will want to talk to you so make yourself known to the Emergency Services. Your first hand account of what you have seen is essential.
After a safe evacuation procedure from the premises, please ensure that all staff, contractors and visitors remain outside of the premises and a sufficient distance away from the building concerned. A minimum distance is 100 metres from the location of the incident but this will also depend upon police advice and other information available at the time of the event. Please be aware that fire evacuation assembly points may be too close to the property in question.
In the case of a lorry or a large van the police may set up a cordon 1000M away.
A check of all personnel should be conducted by managers or senior member of staff present to ensure that everyone has evacuated the premises.
Staff should not go to their cars nor remove their cars from the car park; this will take too much time and will lead to confusion.
Do not let anyone re-enter the building until instructed that the building is safe.
Consider the impact on the neighbouring properties and the need to inform them that a bomb threat has been received; they may then need to instigate an emergency evacuation from their property. The priority is the safety of staff and public and to minimise the risk of injury.
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The person receiving the notification of a bomb, or similar alert, is the key to dealing with the incident and will be a key liaison for the police and LSMS with whom to make contact with. The details of the threat received, and its accuracy, are key to dealing with the threat. Copies of plans/drawings for each site should be kept in the Major Incident Plan cupboard.
A decision to re-occupy the building should only be taken once instructed to do so by the Police.
Postal Bombs -Possible signs and appropriate action to be taken.
Any one of the following signs should alert members of staff to the possibility that a letter or package may contain an explosive device.
• Grease marks on the envelope or wrapping 
Dealing with telephone warnings of a bomb threat
Historically it is switchboard operators who most frequently receive telephone bomb warnings, but any member of staff with a direct dial facility might also receive a threat.
Terrorists often issue telephone warnings to organisations that would not be affected by the explosions (i.e. a third party). However, in all cases telephone the police immediately via 999 system with as much information as possible.
A checklist is provided at appendix 'B', to assist in gathering evidence. This form should be displayed prominently to reception staff and completed upon receipt of a bomb threat.
There are four key rules:-
• Keep calm
• Obtain as much information as possible for the caller -make notes.
• Keep the line open even after the caller has hung up.
• Report the call to the police and your manager / Service Lead If you receive a threat about a bomb at an alternative address then you should:
• Contact the police immediately, by dialling 999, and inform them clearly and concisely, of the information you have received, use the checklist at Appendix 'B'
• Attempt to get in touch with the premises to which the threat has been made in order for them to instigate their evacuation procedure.
• Contact the LSMS or a Director of the Community Trust to inform them of the threat you have received and the actions you have taken.
It is advised that service leads bring details of this policy to the attention of their staff and that copies be kept within key staff areas within their service function. Additionally it is advised that all receptionist staff within the primary care trust will receive a direct copy of this procedure, which should be kept by them, at all times, within their work area.
Any new receptionist staff, including bank staff, should receive a copy of this procedure, from their manager, at the commencement of their employment at the Wirral Community NHS Trust.
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Internal Procedures -Dealing with telephone warnings of a bomb threat
Member of staff receiving call should notify: 
CCTV
Wirral Community NHS Trust has external and internal cameras designed to safeguard staff, patients, and visitors.
To regulate the use of cameras, Wirral Community NHS Trust operates to a CCTV Code of Practice made in accordance with the Data Protection Act. A copy of this guidance can be obtained from the Local Security Management Specialist.
CCTV recordings are strictly confidential and held solely for the purpose of detecting or preventing crime or to assist with improving safety. All requests to view or obtain copies of CCTV footage must be made in writing to the Local Security Management Specialist for investigation outlining reasons for request.
The only exception to this rule is that a police office may view CCTV recordings that are relevant to the investigation of a recent crime.
All requests will be forwarded to the Security Management Director for approval.
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CONFLICT RESOLUTION TRAINING (CRT)
Divisional Heads will ensure that staff receive training in the recognition and management of challenging behaviour (Conflict Resolution Training) as defined in the training needs analysis for the organisation.
All core mandatory training is recorded centrally by the Quality and Governance Service.
Quarterly monitoring reports are prepared for the Learning and Development Group to monitor attendance rates.
A national syllabus for Conflict Resolution Training (CRT) has been devised by the CFSMS and agreed to by the member staff side organisation representing NHS staff. This training must include the 10 objectives from the national guidance, which are for delegates to be able to:
• Describe common causes of conflict A copy of the training handbook is held on the intranet.
Once a frontline member of staff has received initial one day training they will be eligible to attend refresher training once every three years.
GENERAL SECURITY -NHS PROPERTY
It is advised that all NHS premises should remain as secure as possible at all times, and allow public access to authorised areas only for the purposes of receiving healthcare. The public should not have access to staff only areas and managers should take appropriate measures to ensure that this principle is complied with. Ideally, entrances to restricted areas should display appropriate signs. For example: 'STAFF ONLY' or 'AUTHORISED PERSONS ONLY.' Public areas should have a minimum of concealed places; such areas require good lighting and to be constantly supervised.
Premises should be regularly checked during the working day and thoroughly checked prior to closing. All doors and windows should be secured.
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During normal "out of hours" period it is expected that NHS premises will be alarmed and be locked in accordance with the local security policy in place for those premises. It is also expected that equipment and other assets of the NHS are made appropriately secure, when not in use by NHS staff.
Across all sites except Riverside and Port Causeway any issues with regards to alarms sounding will be attended by the external contractor employed to respond.
GENERAL SECURITY -PERSONAL EFFECTS
Within all areas of the NHS, staff are advised against bringing cash or personal belongings, in excess of their personal daily needs, whilst on duty, and that any cash and personal belongings should where possible remain with the individual at all times. If this is not possible then it is advised that all personal belongings and cash should be stored in an appropriately secure area, within the work place.
Wirral Community NHS Trust will not be responsible for loss of personal property, cash and belongings. Each service area is expected to take the most appropriate measures possible to ensure that work areas remain as secure as possible and that appropriate storage facilities are provided to staff.
Although the WCNT accepts no responsibility for the loss of personal belongings, staff are encouraged to report any loss of their property and co-operate in any enquiry which may result in connection with the loss.
Service leads/Heads of Service are encouraged to remind staff of the advisability of insuring personal property and that the NHS accepts no responsibility for its loss.
As with all security related issues the advice of the LSMS can be sought on appropriate security measures to be implemented within specific work areas to ensure the protection of personal belongings.
GOOD HOUSEKEEPING PRACTICES
Managers should encourage good housekeeping both inside and outside premises belonging to Wirral Community NHS Trust. This will reduce the opportunity for breaches of security to go undetected.
Senior staff, in all disciplines, have a responsibility to apply appropriate routine security practices in relation to NHS property and assets.
Breaches of agreed security practices must be brought to the notice of the LSMS and reported in accordance with the Incident Reporting Policy.
Registers shall be maintained of assets/equipment used within each service area.
The Service Head is responsible for ensuring that the register is updated on a regular basis and that regular audits of assets/equipment registers are undertaken. The responsible person should be clearly identified on the register.
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Evidence that such actions are undertaken should be made available to the LSMS or the Community Trust auditors on request. The type of equipment included in the register shall be that which is attractive in terms of personal usage, portable and potentially vulnerable to misappropriation. Wherever practicable equipment should be permanently security marked and contain a unique asset identifier.
Managers responsible for equipment shall carry out a check of all items at least once per year. This should be carried out by the end of February. Any discrepancies shall be notified in writing to the Director of Finance and LSMS who may also undertake such other independent checks as considered necessary.
If at any time assets/equipment are known to be lost or misplaced then this should be reported, via an incident report, and notified to the LSMS.
Additionally any damage to the assets/equipment should also be reported using an incident form.
Service Leads/ Heads of Service are responsible for ensuring that staff do not use NHS assets/equipment for purposes other than their intended use. NHS assets exist for the benefit of the NHS and the treatment of patients; they should not be used for personal gain.
Within each service area, the responsibility for security management rest with the Service Head. Advice can be sought, at all times, from the LSMS. Good security management, and local security procedures, are the keys to ensuring that we keep the NHS secure and protect staff, patients and carers from adverse incidents.
Staff, at every level, have a responsibility to take steps to protect assets, patients, staff, visitors, carers and themselves, to prevent theft, fire, damage and waste and to bring to justice those who offend against the NHS and criminal law. All adverse security incidents, or near misses, should be notified, by staff, to their manager, an incident form and risk assessment completed and reported to the LSMS for investigation, action or advice.
All staff will be expected to co-operate in any enquiry into incidents particularly where losses by theft or otherwise, may be anticipated.
Please refer to the Accident/Incident Reporting Policy (Community Trust Reference GP8) for further advice.
IDENTIFICATION BADGES
All NHS staff are issued with identification badges, which must be worn at all times, when conducting their duties as an NHS employee. The identification badge should be in a position on their clothing so that anyone can see the badge and should not be hidden from public view, unless medical or operational situations prevent this being possible.
When off duty it is advised that NHS staff remove their identification badges from view, and keep them in a secure place.
24/47 HS18 Local Security Management Policy -Version 2 Staff should only display identity badges issued and approved by the NHS. The use of imitation badges and insignia which has not been assessed by Health and Safety is not permissible.
Staff must report immediately to their manager any theft or loss of their identity badge and complete an incident report. Details of a missing identification badge should be circulated so that all members of the trust can be alerted.
IMPERSONATION
If a health professional is advised by a service user that they think they have been approached/visited by a person who claims to be a health professional, but is thought to be bogus, then the pathway at Appendix 'C' should be followed.
INFORMATION SECURITY
Any personal information e.g. patient or staff identifiable information or data, must remain secure at all times and only be used when it is needed and for the purpose it is being held.
Any paperwork containing personally identifiable information should be locked away when not in use and any computer systems should contain appropriate security measures to ensure that access is only permitted to those that need to gain access on specific approved grounds.
Computer systems should be logged / turned off when not in use for any period of time. Further information in the use and security of "personal information" can be obtained from the relevant Caldicott Guardian, the Information Security Officer within WHIS and/or your LSMS.
At all times Wirral Community NHS Trust employees must comply with the Data Protection Act when conducting Trust business.
During recent years there has been an increasing number of electronic access systems installed which require staff to present a card or fob to a reading device in order to gain access. The majority of these systems identify the card holder and the time of access to a building or area. This information is strictly confidential and held in accordance with the Data Protection Act, solely for the prevention and detection of crime and to ensure safety.
All requests to view or obtain a copy of access control or CCTV data must be made in writing to the Local Security Management Specialist outlining the reason(s) for the request.
Requests will be forwarded to the Security Management Director for approval.
Staff responsible for maintaining the security of data held on an electronic access system or closed circuit television system must not allow any other person to view the data base unless authorised by the Security Management Director.
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The only exception is where access is urgently required by a police officer who is investigating a recent crime.
LOCKDOWN PROCEDURES
In the event of pandemic influenza or some other abnormal event, excessive demand may be suddenly placed upon the normal services that are available. It may become necessary to request a total or partial lockdown of some or all of the Trust's premises.
This may require
o Enforcement of additional access controls to limit non essential visitors. o Closing some facilities. Lockdown: A lockdown is defined by the NHS Security Management Services as the process of controlling the movement and access -both entry and exit of people (this includes NHS staff, patients and visitors) around sites or specific buildings/areas in response to an identified risk, threat or hazard.
These buildings will in the main be owned or leased by Wirral Community NHS Trust but in some cases may fall under the control of other organisations such as the Local Authority. In the latter case permission may be required from those organisations concerned.
A lockdown is achieved through a combination of physical security measures and the deployment of security personnel.
It is important to note that in locking down a trust there are three key elements, that is; preventing the entry, exit and movement of people on a trust site or in a building or part of a building.
In preventing the entry, exit or movement of people, or a combination of the three, the main aim of implementing a lockdown is to either exclude or contain staff, patients and visitors.
Partial Lockdown: A partial lockdown can be defined in a number of ways. In most instances, a partial lockdown is the locking down of a specific part of a trust site or a specific building or part of a building.
A partial lockdown can also be implemented when entry restrictions are placed on a specific building to control the flow of people into it -via identification checks for example. This is also known as 'controlled access' to a site or building.
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A decision to implement a partial lockdown will usually be the initial response to an incident. This response will help to ensure that identified critical assets such as personnel and property are protected.
Lockdown Activation
Following the Major Incident policy the incident commander may call for a partial or total lockdown of NHS premises within the remit of the trust.
Lockdown Deployment
Security guards, porters and dedicated staff will be assigned to relevant security duties.
These duties may include guarding specific areas, temporarily securing entrances, affixing additional signs and providing advice and directions to the public.
Lockdown Maintenance
It is anticipated that some staff will be released from their normal duties to assist with dealing with abnormal situations. Estates, and Housekeeping staff will be assigned to designated doors to maintain the lockdown and to give guidance and instruction to those who are attempting either entrance or exit. Printed information will be issued to these staff in order to reduce conflict and confusion.
CCTV and electronic access controls where fitted must be maintained and monitored at all times to provide accurate and up to date reports of all persons on site or attempting to gain access.
Normal porter services will continue to be maintained, staff being assigned to duties on a priority and need basis.
In the event of lockdown all persons entering a building should be in possession of a valid form of identity. 
Lockdown Stand-down
Only the incident control commander is able to instigate the stand-down authority which will be communicated directly to Managers who will verify the instruction before taking any action.
On stand-down all doors and barriers will be removed in an orderly fashion to enable the trust to return to normal services as promptly as possible. Staff will remain on duty until instructed to leave or reassigned to other duties.
A debrief will take place as soon as is practical with those staff who wish to take part. Further debriefs will be communicated using normal trust communication service after the event.
External stakeholders
Following instruction from the incident commander within the incident control room relevant assistance will be given to the Police, Ambulance and Fire Services depending on the priority need. Due consideration will also be given to other stake holders such as County and Local Council Emergency Planning Leads. This again will be communicated from the incident commander under guidance from external incident management remit.
Mutual Aid
In order to prevent the possibility of individual services such as the walk in centre becoming either contaminated or over-run with casualties, the incident commander may give specific instruction to the lock-down team to concentrate resources to the area to assist and facilitate either temporary or permanent relocation of services.
Manual Lockdown
Doors which are not able to be locked automatically will have dedicated staff allocated to each area with the correct keys to physically lockdown the area.
In the event of a manual lockdown, security staff should be fully briefed as to their duties. A briefing sheet is provided at Appendix 'D'
MEMORANDUM OF UNDERSTANDING -UNEXPECTED DEATH
The purpose of this protocol is to promote effective working relationships between the National Health Service (NHS), Association of Chief Police Officers and Health and Safety Executive (HSE). The protocol will take effect in circumstances of unexpected death or serious untoward harm requiring investigation by the police, or the police and the HSE jointly. The guidelines apply where a patient safety incident has occurred, resulting in unexpected death or serious untoward harm.
They cover the following areas:-
• When to refer a patient safety incident to the Police and / or HSE.
• How to conduct an investigation, including advice on how to preserve and assess potential evidence and safeguard it.
• How to communicate with the Police, HSE, patients, relatives and staff.
• The procedure to establish, conduct and manage an Incident Co-ordination Group, including guidance on who should represent an organisation.
• Model terms of reference and agenda for the Incident Co-ordination Group, including guidance on the issues that should be considered at the initial meeting.
• What information should be shared by the Police and HSE with Trusts.
• How to handle communications, including media coverage.
• There is no substitute for referring to the Guidelines which can be accessed at: the following internet address:-http//www.dh.gov.uk/PublicationsAndStatistics/Publications/PublicationsPolicy AndGuidance/PublicationsPolicyAndGuidanceArticle/fs/en?CONTENT
REPORTING AND RECORDING
Staff should be encouraged to report anything they consider suspicious to their line manager or the Local Security Management Specialist.
All security incidents and near misses must be recorded using the Incident Reporting System Procedures.
In the event of discovering that an incident (resulting in a breach of security) has taken place, staff will take reasonable steps to remedy the situation immediately and must inform their Manager, the LSMS or the appropriate on-call Duty Manager, as soon as reasonably practicable.
A National NHS Security Incident Reporting System (SIRS) for recording physical and non physical assaults and the loss or damage of NHS property is operated and coordinated by NHS Protect. The LSMS will be responsible for transferring information from the incident report to the national database.
If a member of staff sees or suspects that a crime is taking place, they should (if appropriate) immediately contact the Police via switchboard or direct using 999. Wherever possible the member of staff should keep the situation under surveillance without endangering their own safety or that of others.
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At no time should a member of staff put their own safety, or that of others, in danger, and should only attempt to intervene if they believe that their own personal safety is not at risk.
SECURITY ALERTS
NHS Protect will issue Security alerts via the LSMS network when appropriate, to highlight individuals or circumstances that give cause for concern. The LSMS will distribute such security alerts within Wirral Community NHS Trust as is deemed fit to alert service managers and staff of risks that they may face. Due to the nature of such alerts it is necessary, at times, to put such alerts on restricted distribution in order to comply with the Data Protection Act and an individual's right to confidentiality. Alerts will be distributed by the Quality and Governance Service.
SIEGE OR HOSTAGE SITUATION
(In the event of an emergency, please refer to Appendix 'E' for quick reference guide)
Any person held against their will by force or threat of force (expressed or implied) must be considered a hostage. The taking of hostages is used in an attempt to secure total control in order to gain compliance with the wishes of the hostagetaker(s) in order to bring about the hostages release.
Hostage taking is a serious crime defined in law as; Confusion or mishandling of a hostage incident could lead to avoidable serious consequences.
Primary objectives during a hostage situation are to:
• Preserve life; and • Maintain the safety of staff and the public.
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Contacting the Police -Siege or hostage Situation
The taking of hostages is always a matter for the police, and every area of the United Kingdom has officers on call who are specifically trained in hostage negotiation techniques. The police must therefore be called using 999, as soon as possible. The staff member making this call should make it perfectly clear that there is a suspected hostage situation. At the same time the LSMS or in his absence the most senior member of healthcare staff available must be informed.
The LSMS or senior member of staff should ensure that the Director of Finance and Chief Executive are informed and kept updated as to developments. Where the situation includes threats of explosives or other hazards, the guidance given on dealing with bomb threats above must be considered.
The police will benefit from the following information where available:
• The exact location of the incident including access points;
• Details of the hostage-taker including clinical condition and events leading up to the incident; • Details of hostages;
• A suitable rendezvous point for police arrival, where they will be met by appropriate personnel; • Any known weapons or items being used as such; and • Any known injuries to any party.
Primary Action -Siege or hostage Situation
The following provides guidance only until the arrival of police officers who, upon arrival, will take over the control of the situation. The first five to ten minutes of any hostage situation are critical to setting the stage for the subsequent outcome, and tensions will be highest at this stage. It must be understood that the police have overall responsibility for the incident.
Prior to the arrival of the police, no attempt should be made to enter into any form of discussion with the hostage-taker, unless failing to do so would place the hostage at greater risk. No negotiation should be undertaken and no requests granted. If confronted by the hostage-taker(s) it must be stated that you do not have the authority to grant any of their demands.
No attempt at intervention should be made whatsoever, if there is any doubt as to its success or places the safety of those concerned. No intervention involving the use of force must be used unless:
• Life is in immediate danger; and • Forcible intervention has a high probability of success.
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• The number of hostages;
• Physical descriptions, especially of the hostage-taker(s); • Any specific demands or statements. Make written notes. It is useful to keep a log of times and actions taken for the information of the police; • Behaviour patterns; • Types of weapons; and • Any other potentially useful facts.
Steps must be taken to ensure that the police are contacted as soon as possible together with details of any action taken. This should be done in a quick, quiet and discreet manner out of sight and hearing of the hostage-taker(s).
Where possible, relevant staff should be directed to secure the location by establishing an exclusion perimeter around the incident site at an appropriate distance relative to the risk presented. This will prevent the accidental incursion of unwary staff, patients and visitors into the incident scene. The exclusion area should also ensure that the immediate access route to the scene is secure, unobstructed and preferably unobserved from the incident location.
All non-essential staff and mobile patients should be withdrawn from the area, ensuring that this is done in a manner that will not cause alarm to the staff themselves or exacerbate the hostage situation. If this cannot be done without risk of inflaming the incident, no action should be taken. Where practicable, staff and patients should be protected by the securing of doors to relevant areas.
Arrangements should be made for all calls into and out of the hostage area to be diverted to the switchboard and for dedicated lines of communication to be made available to relevant parties.
Consideration should be given to greater risks than those currently present (i.e. access to hazardous materials) and, where it is safe to do so, steps should be taken to prevent access.
Secondary Action -Siege or hostage Situation
Witnesses to the incident should be asked to remain close to hand in order to provide the best information to the police when they arrive. Consideration should be given to arranging suitable support, such as access to counselling services, for those who may have been traumatised by the incident.
Information held pertaining to hazardous materials and fire hazards present on the site should also be made available to the emergency services.
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Ancillary Action -Siege or hostage Situation
Consideration should be given to the location of other buildings in relation to the security incident, and whether any action needs to be taken in respect of these (i.e. managing unwanted onlookers).
Appropriate personnel and medical records of all parties involved should be made available to the police upon request.
The notification of next of kin for those held hostage is a matter for the police, unless specifically instructed by them otherwise.
Post Incident Management and Review
As soon as possible after the event, a meeting should be convened between all the agencies involved and the LSMS. The purpose of this debrief is to learn from the experience and to afford the revision of local and national guidelines or procedures in the light of that experience.
Issues about abortion, genetic research, and animal rights along with the more common issues such as estrangement, insensitivity to human emotion, pain and vulnerability ensure that the healthcare setting is not immune from the possibility of a hostage situation. Avoiding the issue will not cause it to go away. The key to maintaining the safe environment that the law requires and healthcare workers have a right to expect, lies in planning, training and commitment.
Guidance for Staff -Siege or hostage Situation
The sudden occurrence of a hostage situation can cause fear and panic, but it is important to try and remain as calm and as rational as possible.
• If you need medication, ask for it; • Otherwise, do not say or do anything that may put you or others at further risk; • Do not lose hope and avoid an open display of despair; • Initially, do not speak to anyone unless spoken to; • Try to calm the hostage-taker;
• Do exactly what you are told and do not make suggestions; • Try to appear calm but do not turn your back towards the hostage taker;
• Under no circumstances argue with the hostage-taker;
• Be observant, you may be released at any time;
• Expect noise and lights if a rescue attempt is made; and • In the case of a rescue attempt drop to the floor and stay there until told otherwise by one of the rescuers.
